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Background Group Policy Software Deployment

No one likes the idea of manually installing new versions of applications onto each individual
PC in the office. Fortunately, you don’t have to. In this article, 1 will explain how to use the
Active Directory to deploy applications, even if those applications don't come with a Windows
installer package.

One of the biggest chores that administrators have to deal with is application lifecycle
management. Whether an office has 20 PCs or 20,000, no one likes the idea of going from
machine to machine with an installation CD every time a new version of an application is
released. There are programs that are designed to help administrators manage applications
across a network, but most tend to be overly complicated and expensive. Microsoft's SMS
Server for example costs $1,219, not counting the necessary Windows Server license or
additional client access licenses beyond the ten that the product comes with.

What you might not realize though is that Windows Server contains tools that you can use to
deploy applications throughout your organization without having to buy any third party
software. | will tell you up front though that the built in software deployment tools are not as
good as what you would get in a third party application. Therefore, if you already have a
copy of SMS Server or something similar, you will probably want to keep using it.

Before We Begin

The technique that I'm about to show you will allow you to deploy applications through the
Active Directory. One of the major limitations behind this type of application deployment is
that you can only use this technique to deploy certain types of applications. Specifically, you
can install Windows Installer packages (.MSI files), Transform Files (.MST files), and patch
files (.MSP files).

A few years ago, this limitation was a major hurdle because almost no one packaged
applications in the three supported file types. You could use the Active Directory to deploy
Microsoft Office, but that was about it. Today, it's common for applications to include a
Windows installer package (a .MSI file), so it's a lot easier to deploy applications through the
Active Directory than it used to be.

Even if the application that you want to deploy doesn’t include a Windows Installer package,
you aren't completely out of luck. It's possible to make your own MSI file for an existing
application.

Publishing and Assigning Applications

As you may already know, in an Active Directory environment, group policies are the main
component of network security. Group policy objects can be applied either to users or to
computers. Deploying applications through the Active Directory is also done through the use
of group policies, and therefore applications are deployed either on a per user basis or on a
per computer basis.

There are two different ways that you can deploy an application through the Active Directory.
You can either publish the application or you can assign the application. You can only publish
applications to users, but you can assign applications to either users or to computers. The
application is deployed in a different manner depending on which of these methods you use.

Publishing an application doesn’t actually install the application, but rather makes it available
to users. For example, suppose that you were to publish Microsoft Office. Publishing is a



group policy setting, so it would not take effect until the next time that the user logs in.
When the user does log in though, they will not initially notice anything different. However, if
the user were to open the Control Panel and click on the Add / Remove Programs option,
they will find that Microsoft Office is now on the list. A user can then choose to install
Microsoft office on their machine.

One thing to keep in mind is that regardless of which deployment method you use, Windows
does not perform any sort of software metering. Therefore, it will be up to you to make sure
that you have enough licenses for the software that you are installing.

Assigning an application to a user works differently than publishing an application. Again,
assigning an application is a group policy action, so the assignment won’t take effect until the
next time that the user logs in. When the user does log in, they will see that the new
application has been added to the Start menu and / or to the desktop.

Although a menu option or an icon for the application exists, the software hasn’t actually
been installed though. To avoid overwhelming the server containing the installation package,
the software is not actually installed until the user attempts to use it for the first time.

This is also where the self healing feature comes in. When ever a user attempts to use the
application, Windows always does a quick check to make sure that the application hasn't
been damaged. If files or registry settings are missing, they are automatically replaced.

Assigning an application to a computer works similarly to assigning an application to a user.

The main difference is that the assignment is linked to the computer rather than to the user,
so it takes effect the next time that the computer is rebooted. Assigning an application to a

computer also differs from user assignments in that the deployment process actually installs
the application rather than just the application’s icon.

Deploying Applications

Setting up the actual deployment is simple. The biggest thing that you must remember is that
the MSI file and the corresponding package must exist within a network share, and everyone
must have read permissions for that share.

To perform the deployment, open the Group Policy Editor. To publish or assign an application
to a user, navigate through the group policy console to User Configuration | Software
Settings | Software Installation. Now, right click on the Software Installation container and
select the New | Package commands from the shortcut menu. Select the appropriate MSI file
and click Open. You are now asked whether you want to publish or assign the application.
Make your selection and click OK.

The process for assigning an application to a computer is almost identical. The only real
difference is that you would use the Software Settings | Software Installation container
beneath the Computer Configuration container rather than beneath the User Configuration
container.

Conclusion

In this article, |1 have explained how you can deploy applications through a group policy
setting. Keep in mind that group policy is hierarchical in nature though. This means that
when you are setting up the deployment policy you will have to be careful to make sure that
the policy applies to the appropriate users or computers.



How to extract the Phone Manager 3.2 MSI file
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Open the pmp directory and run the pmpSetup.exe

P

Fle Edt Wew Favorites

Tools  Help

=1olx]

emk T \) T L

- search | Foldsrs

Agdress [ FiiContents1 409063 _P\USERS 2_12

jGo

File and Folder Tasks

29 Maks  new Folder
&8 Publish this Folder to the
Weh

|7 share this Folder

Other Places

) USERa2_12

Iy Documents

§ My Computer

W My Network Places

Details

»

pmpSetup.exe
Setup Launcher
; Avaya

phutSetup exs
Setup Launcher
-  pvava




The MSI file will be extracted
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You should find the MSI located in
C:\WINDOWS\Downloaded Installations\{OB5EF68A-22CD-453B-BFC9-B3EA37E23B4A}

This is the file you reference when configuring your “Assigning Software” or “Publishing
Software” paths in the steps below.



Please Note: | have only tested these procedures on Server 2003 SP1 (DC) and XP
SPI11 client, in a controlled lab environment, | will not be held responsible for
issues arising from editing the Default Domain Policy or any other GPO created. If
you do not know what you are doing | suggest that you do not perform these
procedures on a customer’s network.

You may wish to involve the IT administrator onsite to review this document and
carry out procedures contained.

Note: You have be warned

Please see below references to Microsoft Knowledge base articles

How to use Group Policy to remotely install software in Windows Server 2003
View products that this article applies to.

Article ID : 816102
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For a Microsoft Windows 2000 version of this article, see the following Knowledge Base
article:

314934 (http://support.microsoft.com/kb/314934/) HOW TO: Use Group Policy to Remotely
Install Software in Windows 2000
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SUMMARY

This step-by-step article describes how to use Group Policy to automatically distribute
programs to client computers or users. You can use Group Policy to distribute computer
programs by using the following methods:

Assigning Software

You can assign a program distribution to users or computers. If you assign the program to
. auser, it is installed when the user logs on to the computer. When the user first runs the

program, the installation is finalized. If you assign the program to a computer, it is installed

when the computer starts, and it is available to all users who log on to the computer. When

a user first runs the program, the installation is finalized.

Publishing Software

. You can publish a program distribution to users. When the user logs on to the computer,
the published program is displayed in the Add or Remove Programs dialog box, and it
can be installed from there.

Note Windows Server 2003 Group Policy automated-program installation requires client
computers that are running Microsoft Windows 2000 or later.



Create a Distribution Point

To
pu
1.

2.
3.

4.

Cr

publish or assign a computer program, you must create a distribution point on the
blishing server:

Log on to the server computer as an administrator.

Create a shared network folder where you will put the Microsoft Windows Installer package
(.msi file) that you want to distribute.

Set permissions on the share to allow access to the distribution package.

Copy or install the package to the distribution point. For example, to distribute Microsoft
Office XP, run the administrative installation (setup.exe /a) to copy the files to the
distribution point.

eate a Group Policy Object

To create a Group Policy object (GPO) to use to distribute the software package:
Start the Active Directory Users and Computers snap-in. To do this, click Start, point to

" Administrative Tools, and then click Active Directory Users and Computers.
. In the console tree, right-click your domain, and then click Properties.
. Click the Group Policy tab, and then click New.

Type a name for this new policy (for example, Office XP distribution), and then press

"ENTER.

. Click Properties, and then click the Security tab.

Click to clear the Apply Group Policy check box for the security groups that you want to

" prevent from having this policy applied.

Click to select the Apply Group Policy check box for the groups that you want this policy

" to apply to.
. When you are finished, click OK.

Assign a Package

To assign a program to computers that are running Windows Server 2003, Windows 2000,

or Microsoft Windows XP Professional, or to users who are logging on to one of these
workstations:
1 Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
" Administrative Tools, and then click Active Directory Users and Computers.
2. In the console tree, right-click your domain, and then click Properties.
3 Click the Group Policy tab, select the group policy object that you want, and then click
Edit.
4. Under Computer Configuration, expand Software Settings.
5. Right-click Software installation, point to New, and then click Package.
In the Open dialog box, type the full Universal Naming Convention (UNC) path of the
shared installer package that you want. For example, \\7le serveAshare\file name.msi.
6.
Important Do not use the Browse button to access the location. Make sure that you
use the UNC path to the shared installer package.
7. Click Open.
8 Click Assigned, and then click OK. The package is listed in the right pane of the Group
" Policy window.
9 Close the Group Policy snap-in, click OK, and then quit the Active Directory Users and
" Computers snap-in.
10. When the client computer starts, the managed software package is automatically

installed.



Publish a Package

To publish a package to computer users and make it available for installation from the
Add or Remove Programs tool in Control Panel:

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, click the group policy object that you want, and then click
Edit.

2

3

4. Under User Configuration, expand Software Settings.

5. Right-click Software installation, point to New, and then click Package.

In the Open dialog box, type the full UNC path of the shared installer package that you
want. For example, \\7ile serveNshare\file name.msi.

1.

Important Do not use the Browse button to access the location. Make sure that you
use the UNC path to the shared installer package.

7. Click Open.
8. Click Publish, and then click OK.
9. The package is listed in the right pane of the Group Policy window.

Close the Group Policy snap-in, click OK, and then quit the Active Directory Users and
Computers snap-in.

Test the package:

10.

Note Because there are several versions of Microsoft Windows, the following steps may
be different on your computer. If they are, see your product documentation to complete
these steps.

a Log on to a workstation that is running Windows 2000 Professional or Windows XP
11. ™ Professional by using an account that you published the package to.

b. In Windows XP, click Start, and then click Control Panel.
c. Double-click Add or Remove Programs, and then click Add New Programs.

In the Add programs from your network list, click the program that you
" published, and then click Add. The program is installed.

e. Click OK, and then click Close.

Redeploy a Package
In some cases you may want to redeploy a software package. For example, if you
upgrade or modify the package. To redeploy a package:

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
Administrative Tools, and then click Active Directory Users and Computers.

2. In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, click the Group Policy object that you used to deploy the
" package, and then click Edit.

Expand the Software Settings container that contains the software installation item that
" you used to deploy the package.

5. Click the software installation container that contains the package.

In the right pane of the Group Policy window, right-click the program, point to All
Tasks, and then click Redeploy application. You will receive the following message:

" Redeploying this application will reinstall the application everywhere it is already installed.
Do you want to continue?

7. Click Yes.
8. Quit the Group Policy snap-in, click OK, and then quit the Active Directory Users and

1.



Computers snap-in.

Remove a Package

To remove a published or assigned package:

Start the Active Directory Users and Computers snap-in. To do this, click Start, point to
" Administrative Tools, and then click Active Directory Users and Computers.

2. In the console tree, right-click your domain, and then click Properties.

Click the Group Policy tab, click the Group Policy object that you used to deploy the
" package, and then click Edit.

Expand the Software Settings container that contains the software installation item that
" you used to deploy the package.

5. Click the software installation container that contains the package.

In the right pane of the Group Policy window, right-click the program, point to All
" Tasks, and then click Remove.

Do one of the following:

. Click Immediately uninstall the software from users and computers, and then
7. click OK.

. Click Allow users to continue to use the software but prevent new
installations, and then click OK.

Quit the Group Policy snap-in, click OK, and then quit the Active Directory Users and
" Computers snap-in.

Troubleshoot

Published Packages Are Displayed on a Client Computer After You Use a Group
Policy to Remove Them

This situation can occur when a user has installed the program but has not used it. When
the user first starts the published program, the installation is finalized. Group Policy then
removes the program.
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SUMMARY

You can use group policies to assign or publish software to users or computers in a
domain, and it is useful to be able to deploy software based on group membership. Group
Policy Objects (GPOs) are normally applied only to members of organizational units (OUs)to
which the GPO is linked. Because users cannot be located in several OUs at one time, it is
necessary to be able to apply group policies outside of the boundaries of OUs. This article
describes how to have your software deployment policy applied to users who are not in a
respective OU.

Assign a Program to a Group

Create a folder to hold the MSI package on a network server. Share the folder with
1. appropriate permissions to allow the users and computers to read and run these files,
and then copy the MSI package files into this location.

From a Windows 2000-based computer in the domain, log on as a domain
administrator, and then start the Active Directory Users and Computers snap-in.

NOTE: You can apply group policies to domains, sites, and OUs.

From the Active Directory Users and Computers snap-in, click the container you want to
3. have the GPO linked to. Right-click that container, click Properties, and then click the
Group Policy tab.

Create a new GPO for installing your MSI package, and give the new GPO a descriptive
name.

While the new GPO is selected, click Edit. This starts the Group Policy snap-in and lets
you edit this GPO.

Open and then right-click Software installation in the GPO, and then click New
Package.

You are prompted for the path to the Windows Installer file (.msi) for this package.
View the network location that contains the Windows Installer file, click the file, and
then click Open.

WARNING: If the Windows Installer file resides on the local hard disk, do not use a
local path, instead, use a UNC path (such as
\\servername\sharename\path\filename.msi) back to the local computer to indicate the
location of the installation files. Otherwise, client computers that try to install the
package will look on their local hard disks in the location that was indicated, and will
not find the installation files at that location, so the installation does not work.

When you are prompted to choose between Assigned and Advanced Published or
Assigned, click Assigned unless you have the experience and need to modify the



10.
11.

12.

13.

advanced options. You should now see the software package in the right pane of the
Group Policy snap-in.
From the Active Directory Users and Computers snap-in, click the container to which

you linked your GPO. Right-click that container, click Properties, and then click the
Group Policy tab.

Click your GPO, and then click Properties.
Click the Security tab, and then remove Authenticated Users from the list.

Click Add, select the security group which you plan to have this policy applied to add it
to the list.

Select your security group, and then give them READ and Apply Group Policy
permissions.

Changes to a GPO are not immediately imposed upon the target computers, but are applied
in accordance with the currently valid group-policy refresh interval. You can use the
Secedit.exe command-line tool to impose GPO settings upon a target workstation
immediately. On XP this is GPUDATE



Assigned Example with Phone Manager 3.2
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You will see above Phone Manager has been Assigned meaning that the application will be
installed automatically when the user next logs in
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This is because we ticked the Install the application at logon option.



We also assigned domain users so these would be the users affected by the “Assigned

Application”
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To Uninstall Phone Manager you would right click and select remove and then log the agent
off and back on again. Depending on the Domain refresh time you may wish to use cmd /
gpupdate to refresh the policy. When the user logs back on the application is uninstalled. If
you wished to perform an upgrade of Phone Manager you can replace the existing MSI on the
share with the updated version and then select redeploy application and this will force the

reload on the users next time they |
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Published Example

See below an example where phone manager has been “Published”
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On the client machine you will see under Add remove programs and Add New Programs the
option to install Phone Manager.

S1=IE

Add a program From CO-ROM or floppy disk.

%ﬂ Ta add a program from a CO-ROM or flappy disk, click €D or Floppy D or Floppy

Add programs from Microsoft

To_ add new Windows Features, device drivers, and system updates over the Internet, click windows Undate
windows Update
Add programs from your network: Category: IA\I Categories ‘l

ﬁ' PhoneManager
To add this program, click Add. add




